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COVID-19: Use of collaborative virtual tools 

As Digital Health continues to support social distancing efforts during COVID-19,we have seen 
a significant increase in the demand and usage of collaborative virtual tools. This includes 
supported solutions such as MSTeams and MyMBT Video and other independent consumer 
products.  

Health-care providers, especially, need to consider the safety and security of all digital and 
virtual services and ensure these services can be provided in a manner that protects patient 
confidentiality and personal health information. 

Some independent consumer products have been widely adopted but may not be fully 
compliant with Digital Health expected standards for security and privacy.  

For programs where independent products are the preferred option due to ease of use and 
flexibility, Digital Health recommends exercising due diligence and caution. The steps that can 
be taken to mitigate privacy and security risks vary by application but here are a few to use 
where the application allows: 

• Do not make meetings or classrooms public. Where available, require a meeting 
password and use the waiting room feature and control the admittance of guests 

• Do not share a link to a teleconference or meeting room on an unrestricted publicly 
available social media post. Provide the link directly to the individuals required for the 
meeting. Do not to use the personal meeting ID–instead use randomly generated IDs for 
each meeting 

• Manage screensharing options. Where possible change screensharing to “Host Only.” 
• Lock the meeting. Upon your invitee’s arrival, LOCK the meeting so unauthorized 

attendees cannot gain access 
• Use the Lobby/Waiting Room Feature. Enable the Lobby/Waiting Room feature to allow 

the host to manually approve attendees into the meeting space; and 
• Ensure you and other participants are using the updated version of remote 

access/meeting applications. 
By following these steps, you will minimize your risk when using collaborative virtual tools. 

 


